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Abstract

Large Language Models (LLMs) have demonstrated effective in tackling coding tasks, leading
to their growing popularity in commercial solutions like GitHub Copilot and ChatGPT. These
models, however, may be trained on proprietary code, raising concerns about potential leaks
of intellectual property. A recent study indicates that LLMs can memorize parts of the source
code, rendering them vulnerable to extraction attacks. However, it used white-box attacks which
assume that adversaries have partial knowledge of the training set.

In this paper, we present a pioneering effort to conduct a black-box reconstruction attack on
an LLM – CodeT5+ – trained to tackle a specific coding task – code summarization. We assume
the adversary has no knowledge about the training set. We train an inverse model, i.e., a model
that, given a comment, aims to reconstruct the source code from the training set. Then, we try to
understand to what extent such a model can reconstruct the code in the training set. Our results
show that the attack through the inverse model does not allow an adversary to fully reconstruct
training code instances, except for a minority of cases. On the other hand, an in-depth manual
analysis of the reconstructed code reveals that some important information (such as the APIs
adopted) can be extracted in several cases, showing the potential vulnerability of such models.

Keywords: LLMs for Coding Tasks, Security, Reconstruction Attacks.

1. Introduction

Large Language Models (LLMs) are playing an increasingly prominent role in software en-
gineering research, showing particular effectiveness in tasks such as bug fixing [1, 2, 3], code
summarization [1, 4, 5], code generation [6, 7], and many others. These models operate by pro-
cessing sequences of textual tokens as input and producing new sequences as output, which may
consist of source code or natural language, depending on the specific task. LLMs for coding
tasks typically build upon the Transformer architecture [8] and are trained in two distinct phases.
In the first phase, semi-supervised pre-training, the model is exposed to large-scale codebases
to learn general language patterns and programming conventions, independent of any particular
downstream application. In the second phase, called fine-tuning, the model is further trained
in a supervised manner on data tailored to a specific coding task, learning to map inputs to the
desired outputs for that task. This two-step approach has proven highly effective [9, 10], fueling
the adoption of LLMs in commercial products such as GitHub Copilot1 and ChatGPT2, which

1https://copilot.microsoft.com/
2https://chat.openai.com
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are rapidly becoming essential tools for software developers [11].
Although most general-purpose LLMs are fine-tuned primarily on open source code, due to

its abundance and accessibility, there is a growing trend toward the development of specialized
models [12, 13, 14]. These specialist LLMs are fine-tuned on proprietary datasets to achieve
superior performance in niche domains or organization-specific contexts that public code reposi-
tories may not adequately cover. For example, a company might want to build a coding assistant
tailored to its unique technology stack, leveraging data from thousands of internal projects and
developers. Fine-tuning an LLM on such proprietary data enables the model to provide more
relevant and context-aware assistance. However, fine-tuning on proprietary code introduces new
risks, as it increases the likelihood that sensitive information from the training data could be
memorized and, under certain conditions, exposed.

The risk becomes particularly acute if it is possible for an end user, without privileged access,
to extract confidential information from the model simply by interacting with it. Let us denote
the confidential dataset used for fine-tuning as Tp. If an attacker could extract private details
about any instance p ∈ Tp, this would constitute a serious breach of confidentiality.

This concern is not merely theoretical. Increasing evidence suggests that LLMs – especially
when fine-tuned – are susceptible to memorization, inadvertently retaining and reproducing spe-
cific training examples in their output behavior. This phenomenon has been highlighted in recent
work by Al-Kaswan et al. [15], who showed that LLMs for code-related tasks can indeed mem-
orize and regurgitate token sequences from their training data. Their study demonstrated that
such memorization makes these models vulnerable to white-box extraction attacks, in which the
adversary has partial access to the training dataset Tp.

Although these findings are significant, they rely on assumptions that may not hold in prac-
tice, namely, that an attacker has some prior knowledge of the training data. In many real-world
scenarios, this is unlikely. This raises an important question: Are these models also vulnerable
to black-box attacks, where the adversary has no visibility into the training data at all? If so, the
implications for the safe deployment of fine-tuned LLMs, especially those trained in proprietary
or sensitive code, would be even more concerning.

Prior studies have shown that other forms of privacy attacks are possible on deep neural
networks (DNNs) [16, 17, 18, 19, 20, 21]. Among these, Reconstruction Attacks (or Model
Inversion Attack) aim to recover one or more training samples from the model, assuming the
adversary has no direct information about the original training data [16].

We preliminarily studied to what extent a black-box attack (Reconstruction Attack) can be
used to reconstruct training instances from a T5-based LLM trained to generate code summaries
(i.e., documentation) from a given code snippet [22]. Our results showed that the attack failed in
the large majority of the cases. However, we observed that such an attack allowed us to partially
reconstruct code aimed to achieve very simple tasks (such as logging a statement or deleting a
file).

In this paper, we extend our previous work [22] by presenting a comprehensive study on
the feasibility of reconstruction attacks against an LLM trained for code summarization. Unlike
our earlier study, which focused on a general-purpose T5-based model [1], this work targets a
specialized LLM that has been explicitly pre-trained on source code: CodeT5+ [23].

Our attack is based on the construction of an inverse model, i.e., a model trained to generate
source code from natural language descriptions produced by the target model. The underlying
idea is that learning to reverse the summarization process would potentially reproduce code sam-
ples from the proprietary fine-tuning set used to train the target model. To build the inverse
model, we first collected an auxiliary set of approximately 700k open-source code snippets from
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established datasets [24, 25, 26]. We then used the target CodeT5+model to generate summaries
for each snippet. This process produced an attack set, a collection of summary-code pairs, which
was used to train the inverse model to reconstruct source code from a summary.

We evaluated whether the inverse model enables an adversary to extract information from
the proprietary training set (Tp) of the target model. We designed two experimental settings: a
controlled scenario, in which the input to the inverse model consists of the original summaries
present in Tp, and a more realistic scenario, in which the attacker does not have access to the
original comments and instead uses paraphrased versions generated with GPT-3.5.

We first conducted a quantitative evaluation using CodeBLEU[27], ROUGE-L[28], and ME-
TEOR[29] to assess how closely the reconstructed code matches the original training samples.
This was complemented by an extensive manual analysis to investigate why reconstruction failed
in most cases. Furthermore, we performed a qualitative analysis to determine whether sensitive
information could still be recovered, even when the reconstructed code was not a close match. In
particular, we annotated several code properties (e.g., control flow, conditional logic, internal/ex-
ternal API calls, and variable initializations) to assess whether they were correctly inferred.

Our findings corroborate the results of our earlier study [22]: the inverse model is largely
ineffective at fully reconstructing training instances, with only a few isolated successes. However,
manual analysis revealed a more nuanced picture. Even when full reconstruction failed, partial
leakage of sensitive information, such as internal API calls, was observed in a non-negligible
portion of cases: approximately 3–17% in the controlled scenario and 3–9% in the realistic
scenario. These results suggest that black-box reconstruction attacks, while limited in scope, can
still pose a meaningful threat to the confidentiality of fine-tuned code LLMs.

In summary, this paper extends our previous work [22] in several key ways:

• We adopt a more modern and code-specialized LLM, i.e., CodeT5+, as both the target and
the inverse model, replacing the general-purpose T5 used in our earlier study.

• We introduce a new and more realistic evaluation scenario, in which the adversary does
not have access to the original summaries used to train the target model, an assumption
that better reflects real-world conditions.

• We conduct an extensive manual analysis of reconstructed instances to (i) identify the
causes behind reconstruction failures, and (ii) assess whether private or sensitive informa-
tion can still be recovered by the inverse model, even when full reconstruction.

2. Background and Related Work

In the domain of machine learning security, Reconstruction Attacks or Model Inversion At-
tacks (MI) have gained significant attention as a means of recovering sensitive training data from
a model. These attacks aim to reconstruct training data X̂ from a trained model fθ(·) using aux-
iliary information D (e.g., output labels or partial knowledge of some features), without direct
access to the original data X̂ [16, 30]. MI attacks are generally categorized into white-box and
black-box attacks: the former assumes the adversary has full or partial access to the model’s
internal architecture, parameters, or gradients, while in the latter the adversary can only rely on
query-response mechanisms, without insight into its internal structure [31]. A substantial amount
of research has investigated MI attacks on models trained for various tasks, such as classification
and generation, across different data types, with a particular focus on images and text [30]. The
first MI attack was introduced by Fredrikson et al. [32], demonstrating how linear regression
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models could be inverted to predict a patient’s generic markers. Later, Fredrikson et al. [33] pro-
posed a more generic algorithm designed to be used with various models such as decision trees
and neural networks for face recognition, in both white-box and black-box settings.

2.1. Attacks on Image-Based Models

For image-based models, subsequent works have leveraged Generative Adversarial Networks
(GANs) as a powerful tool to enhance the fidelity and realism of reconstructed images. For ex-
ample, Hitaj et al. [34] demonstrated the potential of GANs to extract private training data in
collaborative learning environments. Later, Chen et al. [35] proposed an inversion-specific GAN
with a discriminator trained to classify the input into one of K+1 classes, where the first K classes
correspond to the labels of the target network and the (K + 1)-th class represents fake samples,
modeling a private data distribution for each class. At the same time, Wang et al. [36] approached
MI attacks as a variational inference problem, leveraging statistical divergence to improve re-
construction diversity and quality. Other approaches include the use of pseudo labeling-guided
strategies via conditional GANs (cGANs) [37] and model augmentation techniques based on
knowledge distillation [38]. Black-box attacks on image models remain particularly challenging.
Yang et al. [39] pioneered a learning-based black-box MI attack, in which an inversion model is
trained to reconstruct private images using only the output of the target model. Other approaches
leverage model explanations in XAI-aware inversion attacks to enhance inversion performance
[40], while some propose techniques that adjust the synthesized image to move it away from
the decision boundary of the class, simulating the gradient-based optimization used in white-box
setting [41].

2.2. Attacks on Text-Based Models

Research on MI attacks in Natural Language Processing (NLP) has progressed significantly.
Early work focused on recovering unordered input words inverting embedding vectors [42], later
improved using generative models to reconstruct structured text sequences [43]. When it comes
to models trained for code-related tasks, existing research primarily focus on Training Data
Extraction Attacks against models trained for the Code Completion task, which aim to assess
the level of memorization of training data by querying the model with specific prefixes (e.g.,
function definition statements [20] or generic token sequences from the training code [44]) and
evaluating whether the suffix is something actually present in the training set. This is based on
the concept of Type-1 clone search or they even use fuzzier metrics like BLEU [45]. Also Cheng
et al. [21] present two attack scenarios against two Code Completion Tools (i.e., GitHub Copilot
and Amazon Q): an example of Training Data Extraction Attack and an example of Jailbreaking
attack. To the best of our knowledge, the only Model Inversion attack executed on a code model
is our previous work [22], which adapts the black-box MI attack of Yang et al. [39] - originally
designed for image models - to a T5 model trained for Code Summarization. Unlike Training
Data Extraction Attacks, this approach explores the possibility of inferring code representations
using auxiliary information beyond the target code itself. Specifically, it involves training a new
Inverse model to perform the inverse task of the target model using a dataset of open-source code
and the corresponding comments generated by the target model. Once trained, the inverse model
can be queried using the comments from the target model’s training set, generating code snippets
that are compared to the original training data. However this study has several limitations: (i)
it employs a language models (T5) rather than a specialized code model, potentially affecting
attack efficacy; (ii) it relies solely on BLEU metric for evaluation, which fails to fully capture the
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semantic accuracy of the generated code; (iii) it assumes an unrealistic attack scenario where the
adversary uses exact comments from the training set.

Building upon this work, our study extends Russodivito et al. [22] by addressing these key
limitations: (i) we employ CodeT5+, a model specifically designed for code-related tasks, as
both the target and inversion models; (ii) we introduce a more comprehensive evaluation frame-
work, leveraging CodeBLEU, ROUGE-L, METEOR and manual analysis, offering a more precise
assessment of reconstruction quality; (iii) we propose a more realistic adversarial scenario, re-
placing exact training comments with paraphrased versions.

3. Reconstructing Training Examples of LLMs for Coding Tasks

Let us assume that there is a company Com that is using its own proprietary code (TP) to train
an LLM for coding tasks, and that Com wants to share such an LLM with users who should not
have access to TP. In other words, the company is interested in keeping the confidentiality of TP.
Com may be interested in assessing to what extent it is possible to retrieve private information
in TP by simply querying the LLM. In this section, we describe our methodology for helping
practitioners achieve this goal by simulating an attack aimed at violating the confidentiality of
an LLM for coding tasks. In this simulation, an adversary tries to retrieve private information
from TP. We decided to work in a black-box scenario: The adversary is unaware of the model
architecture or its hyperparameters. The adversary has some basic knowledge of the target model
(that we will explicitly report below).

In the following, we first describe the specific task on which we focus, i.e., code summa-
rization. Then, we present an overview of the generic attack methodology, inspired by previous
work. Finally, we describe in details the single steps and assumptions used to build an inverse
model for code summarization.

3.1. Target Task

Our methodology is generic and can be easily adapted to any coding task. In this study,
however, we focus on a specific task, i.e., code summarization [4, 46]. Given a code snippet, a
code summarization model automatically generates a natural language summary for such code,
which could be used as documentation. We chose this task because the attack we will adopt is
possibly more effective on such a type of task. As we will explain later, we will build the inverse
model of the target model. The inverse of a code summarization model is a code generation
model, which can reconstruct source code given a natural language query. An adversary could
easily perform an attack with such a model, assuming they know what to look for. On the other
hand, consider, for example, the bug fixing task, which, given the buggy version of a program
generates its fixed version. Its inverse would be a mutant generation model, which given the
fixed code introduces bugs into it. An attacker would need to provide the inverse model with
the fixed code, which is what they want to retrieve in the first place. This makes such a task not
particularly attackable in the first place.

3.2. Attack Methodology Overview

The attack is inspired by the work by Yang et al. [39] and is organized in two main stages.
First, we query the target model using an Auxiliary set to collect the output sequence and build an
Attack set. Second, we use such an Attack set to train an Inverse model which takes the prediction
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sequence as input and outputs the reconstructed sequence that could be decoded to the original
sample. The attack stages follow the Kill Chain model [47], executing the following five steps.

Reconnaissance. The purpose of this step is to analyze the target model and identify the
semantics of the input. During this step, the adversary selects and inspects the target model to
obtain information regarding the input and the output. In this phase, they also have to discover
the tokenizers to use to interact with the model. For example, against a facial recognition system,
the adversary needs to find out what kind of images are accepted by the model (e.g., frontal face,
224×224 RGB), and how to process raw photos in the correct format.

Weaponization. During this step, the attacker acquires the Auxiliary set that consists of
samples that are semantically consistent with the target model’s input. For example, against a
facial recognition model, the adversary collects a large number of face photos from publicly
available datasets or social media platforms.

Delivery. The attacker queries the target model with all the encoded Auxiliary dataset sam-
ples to construct the Attack dataset, which is made up of pairs of encoded Auxiliary dataset
samples and the corresponding predicted sequence. For example, each face image is passed
through the model and its output (i.e., the associated identity) is recorded, resulting in a dataset
of picture-identity pairs.

Exploitation. During the Exploitation phase, the attacker trains a new model, referred to as
the inverse model, which learns to map the output embeddings of the target model back to the
original sequence, so the original code snippet. The training set of the inverse model is the Attack
dataset built in the previous step. For instance, in the case of a facial recognition system, this
inverse model takes as input the embeddings produced by the facial recognition system (assigned
identity) and attempts to reconstruct an approximation of the original face image.

Action on Objective. During this last phase, the attacker queries the inverse model in order
to reconstruct some original training samples, e.g., in the case of the facial recognition system,
the attacker attempts to visualize or re-identify specific individuals, potentially violating their
privacy.

3.3. Performing the Reconstruction Attack

We describe below how we declined the previously-mentioned Kill Chain model to attack a
code summarization model. We first present the target model, i.e., the model we aim to attack.
Then, we present how we implemented the steps of the Kill Chain model.

3.3.1. Target Model
In our previous work [22], we carried out the reconstruction attack against the model pro-

posed by Mastropaolo et al. [1], which is a T5 model trained for code-related tasks. T5 (Text-
to-Text Transfer Transformer) is a transformer-based sequence-to-sequence model proposed by
Google [48] that reformulates all NLP tasks into a text-to-text format and leverages a unified
framework for both input and output representations. The T5 architecture [48] is an encoder-
decoder transformer model. The encoder uses self-attention, multi-head attention modules, feed-
forward networks, layer normalization, and residual connections for stable and efficient training.
Dropout is applied throughout the architecture, including feed-forward networks and attention
distributions. The decoder employs autoregressive self-attention, only attending to preceding to-
kens. Outputs are processed through a dense softmax layer for token probabilities. Positional
encoding uses shared scalar values across layers for efficiency. T5 comes in five sizes with pa-
rameters ranging from 60 million to 11 billion. Due to resource constraints, Mastropaolo et al.
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[1] adopted the smallest model variant, that we targeted in our previous work. Pre-training in-
volved masked language modeling with 2.67 million samples, including Java methods, abstracted
versions, and Javadoc comments from the CodeSearchNet dataset[24]. For fine-tuning, a multi-
task learning strategy was applied to adapt the model to four downstream tasks using datasets
from previous studies for comparison. The T5 model is pre-trained to perform natural language
tasks and has been adapted and fine-tuned to perform coding tasks. Previous work introduced
code-specific variants of T5 (i.e., CodeT5 and CodeT5+). In this extension, we decided to use
CodeT5+ [23] as the target model since it is the most recent and advanced variant between the
two. CodeT5+ is specifically designed for code-related tasks, exploiting the original raw method,
without the need to abstract the code. CodeT5+ is based on the encoder-decoder architecture [23]
but enhances flexibility for various downstream tasks through a two-stage pre-training on uni-
modal and bimodal data. In the first stage, CodeT5+ was pre-trained with a massive code data
and then, during the bimodal pre-training, they continued to pre-train the model with a smaller set
of code-text data with cross-modal objectives, exposing the model to more diverse data to learn
rich contextual representations. The tasks that they used are different based on the type of data
used (i.e., unimodal or bimodal). For the unimodal pre-training, they used (i) Span Denoising,
randomly replacing 15% of the tokens with sentinel tokens in the encoder inputs, requiring the
decoder to recover them via generating a combination of these spans; they then used two variants
of (ii) Causal Language Modeling(CLM), in which they randomly select a pivot location in the
text (concatenating a [CLM] token) and the context before becomes the source sequence and
the context after is the target output, while the second variant is a decoder-only generation task
by always passing the separating token [CLM] to the encoder input and require the decoder to
generate the full code sequence. For the bimodal pre-training, they used three different tasks:
(i) Text-Code Contrastive Learning aims to align natural language descriptions and code snip-
pets in a shared semantic space by pulling matching pairs closer and pulling non-matching pairs
apart, (ii) Text-Code Matching determines whether a natural language description semantically
corresponds to a given code snippet; (iii) Text-Code Causal LM trains a model to generate code
from natural language descriptions in a left-to-right manner, predicting each token conditioned
on the preceding ones, and this is done through a dual multimodal conversion: text-to-code gen-
eration and code-to-text generation. Five different versions of CodeT5+ have been proposed:
(i) CodeT5+ 220M, (ii) CodeT5+ 770M, (iii) CodeT5+ 2B, (iv)CodeT5+ 6B, and (v) CodeT5+
16B. Taking into account the available computing power, we decided to use the smallest version
of CodeT5+ (CodeT5+ 220M) for all experiments.

We initialized our model using the pre-trained version of CodeT5+, which was subsequently
fine-tuned on our task-specific dataset. In particular, to replicate the study by Russodivito et al.
[22], we decided to fine-tune the model to perform the Code Summarization task. We chose a
state-of-the-art dataset, the one presented by Shi et al. [49], which is a cleaned version of the
Funcom dataset [50]. This dataset comprises 1,184,438 training instances, where each sample
is represented as a ⟨code, summary⟩ pair. Specifically, the code corresponds to Java methods
while the summary corresponds to the first sentence of the method’s Javadoc comment. This
dataset is the target one, so we will refer to it as Target dataset (Dtarget). Indeed, our objective
is to reconstruct some information belonging to the Java codes within this dataset, having access
only to the model itself as a black-box system and to the comments in the pairs. We fine-tuned
CodeT5+ 220M for 15 epochs with a batch size of 16. The fine-tuning process was performed
using the standard hyperparameters for CodeT5+, including the AdamW optimizer and a learning
rate of 2e − 5. The training took about two weeks, during which we saved a checkpoint every
epoch. To select the best-performing one, we employed a validation-based selection strategy,

7



evaluating the accuracy of each checkpoint on the validation set and retain the one with the
highest accuracy.

3.3.2. Implementing the Kill Chain Model
Reconnaissance. We assume the adversary has some basic background knowledge about the

target model. First of all, the adversary knows the semantics of the input data, even if they have
no access to the original training data. This is possible since the adversary is free to query the
model how many times they like, trying with different input data types, until they understand
the semantics. Moreover, sequence-to-sequence models do not accept raw data as input, e.g.,
sentences. They accept only large fixed-size vectors, obtained by using a so called tokenizer. A
tokenizer is required to map every word with a numerical identifier and to map back the sequence-
to-sequence output, e.g., to associate numerical identifier to a word to build the sentence. Since
tokenizers are deterministic functions, we assume that these are either publicly usable by legit
users or reconstructible by statistical inference.

Weaponization. The most important requirement for this type of Reconstruction Attack is the
availability of a pool of data, called Auxiliary set (Daux). This dataset must contain samples that
match the semantics of the original training dataset. For example, Yang et al. [39] targeted a facial
recognition classifier. Thus, the Auxiliary set was composed by public facial images of random
individuals from the Internet. Such samples keep generic visual traits like face edges and eye and
nose placement, which are shared semantic features of the original training data [39]. Against a
sequence-to-sequence model like T5 trained for Code Summarization, we decided to use a mix-
ture of different state-of-the-art datasets. Specifically, we combine: (i) CodeSearchNet [24], (ii)
TL-CodeSum, a collection of Java projects with at least 20 stars created from 2015 to 2016, and
(iii) DeepCom, that was built from 9,714 open-source projects. CodeSearchNet [24] comprises
functions with corresponding documentation in multiple programming languages, including Go,
Java, JavaScript, PHP, Python, and Ruby, extracted from open-source GitHub projects. For our
study, we used only the Java subset, which consists of 181,061 instances. Additionally, we in-
corporated all partitions (train, validation and test) of TL-CodeSum [25], resulting in 87,136 in-
stances, and the complete DeepCom [26] dataset, which contains 588,108 instances. Combining
these sources resulted in an initial dataset of 856,305 samples. We then applied data processing
techniques to mitigate data leakage and ensure dataset integrity. Specifically, we performed clone
detection within the dataset, checking whether there were clones of the same code-comment pair
or different samples with same code or same comment, thus ensuring a one-to-one association
between code and the summary.

To mitigate data leakage, we performed clone detection between the initial version of the
auxiliary set (Daux) and the target set Dtarget, removing any duplicated samples from Daux. This
step was crucial to avoid false positives during reconstruction —- i.e., cases where the inverse
model appears to reconstruct target samples solely because they were already present in the
auxiliary data used to train the inverse model itself. Another consideration is that these models
are intended for use in corporate environments, where they may be trained on private data that
must remain confidential and protected from unauthorized access. In a real-world scenario, it
would be impossible for the adversary to find online or by other sources of information the same
proprietary code.

Furthermore, we excluded all samples containing methods exceeding 512 tokens, aligning
with the model’s context window size. After these preprocessing steps, the final Auxiliary set
(Daux) comprised 404,452 samples.
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Delivery. To build the Attack Set (Datk), we assume the adversary already knows that the
target model takes as input tokenized single-function Java methods with a maximum length of
512 tokens (i.e., the maximum source length used during the pre-training of the model [23]).
To build the final Attack Set we query the target model (fine-tuned CodeT5+) with the collected
methods (Java source-code in Daux). In other words, we define Datk as ⟨Mtarget(code), code⟩ pairs.
We then split the Attack set into training, validation, and test sets (80-10-10 ratio) that were used
to train the inverse model and to select the best checkpoint.

Exploitation. We opted to use for the inverse model the same architecture of the target
model (i.e., CodeT5+). We fine-tuned the inverse model using the Attack Set Datk. We trained it
for 20 epochs with a batch size of 16, and we saved a checkpoint each epoch. The best model
checkpoint is selected using a simple early stopping criterion based on accuracy improvements.
Starting from the first epoch, the method tracks the best accuracy achieved so far. A new epoch
is considered better only if its accuracy exceeds the current best by at least a threshold δ = 0.001.
If no improvement is observed for a consecutive window of 5 epochs, the search stops. The
last epoch showing a significant improvement is selected as the final checkpoint. This approach
ensures both high accuracy and training stability. We used the same hyperparameters we adopt
for the target model.

Action on Objective. Since we simulate the attack, we are not interested in performing any
specific action. However, in Sec. 4 we study the effectiveness of such an attack.

4. Empirical Study Design

The goal of this study is to understand whether an LLM (CodeT5+) trained for tackling
coding tasks (Code Summarization, specifically) is vulnerable to Reconstruction Attacks. In par-
ticular, our objective is to investigate the extent to which information memorized during training
can be reconstructed using inversion techniques. To this end, we formulate the following research
questions:

RQ1 To what extent can methods included in the training set of a Code Summarization model
be reconstructed?
This research question aims to quantify the number of training samples that can be recov-
ered through the proposed reconstruction attack.

RQ2 To what extent can meaningful information be extracted from partially reconstructed sam-
ples?
This research question investigates whether partial reconstructions still leak valuable or
sensitive information.

4.1. Context Selection

The context of our study is composed of three objects: (i) the target model Mtarget, (ii) the
inverse model Minverse, and (iii) the test set of the Target Dataset (Dtarget). We already detailed
in Section 3 how we chose/defined the two models: Briefly, we adopt the CodeT5+ model fine-
tuned to perform code summarization as Mtarget, and we train Minverse from it by using the same
architecture. As previously mentioned, as for DTarget, we chose the dataset by Shi et al. [49].
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// Original: tell whether the user has actually edited the string value or not
// Paraphrased: determine if the user has made changes to the string value.
public boolean valueChanged () {

if (!( origEncoding.equals(""))) {
String newEncoding = (String)combEncoding.getSelectedItem ();
if (!( newEncoding.equals(origEncoding))) {

return true;
}

}
if (combValue == null) {

if (txtfValue == null) {
if (! origString.equals(txtaValue.getText ())) {

return true;
} else {

return false;
}

} else {
if (! origString.equals(txtfValue.getText ())) {

return true;
} else {

return false;
}

}
} else {

String newval = "";
if (combValue.getSelectedIndex () < 0) {

newval = (String)combValue.getSelectedItem ();
} else {

newval = localVals.elementAt(combValue.getSelectedIndex ());
}
if (! origString.equals(newval)) {

return true;
} else {

return false;
}

}
}

Figure 1: Example of non-trivial code in the target dataset.

4.2. Experimental Procedure
Our goal is to assess not only whether training samples can be reconstructed, but also how this

depends on the level of prior knowledge about the original dataset available to the attacker. Thus,
to answer to both our research questions, we design and evaluate two distinct attack settings:

• Controlled Scenario: We assume the adversary has (and uses) the exact comments that
were part of Dtarget. This (highly unlikely) setup represents an idealized attack case, where
the adversary has the highest amount of information about Dtarget.

• Realistic Scenario: We assume the adversary manually crafts the summaries from which
they want the code to be generated. This setup models a more realistic attack, in which the
adversary only knows that code implementing a given goal (Figure 1) is included in the
dataset.

In the Controlled Scenario, we test the inverse model using the original summaries in Dtarget

to evaluate the upper bound of reconstruction accuracy. In the Realistic scenario, we test the
inverse model with paraphrased versions of the original summaries in Dtarget. To automatically
generate the paraphrases of the summaries, we use GPT-3.5 with its default temperature param-
eter at the time we ran our experiments (i.e., 0.7) [51, 52]. We opted for GPT-3.5 because, at
the time of our experiments, it was substantially less expensive than newer GPT variants. Since
we needed to generate paraphrases for 1,184,438 comments—and our goal was simply to obtain
semantically equivalent comments with wording different from the original—GPT-3.5 offered a
cost-effective and sufficient solution. We present a small-scale comparison with a more recent
model and different temperature settings in Sec. 7.
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In both scenarios, the inverse model and the auxiliary set remain unchanged: only the input
queries differ between the two settings. This design allows us to isolate the effect of prior knowl-
edge (whether access to original summaries or paraphrases) on the ability of the inverse model
to reconstruct the target code.

To answer RQ1, we employed CodeBLEU [27], ROUGE-L [28], and METEOR [29].
CodeBLEU is a metric specifically designed to work for code generation tasks for evaluating

the similarity between generated code (i.e., code reconstructed by the inverse model) and refer-
ence code (i.e., the original code in the dataset). This metric allows us to quantitatively assess
the reconstruction capabilities of the inverse model. Unlike traditional natural language metrics
such as BLEU [45], CodeBLEU considers additional aspects of code that are crucial for evalu-
ating program correctness, including syntax matching via Abstract Syntax Trees and semantic
matching through data-flow analysis. By incorporating these additional factors, CodeBLEU is
able to provide a more accurate evaluation of the reconstruction quality, which is critical when
working with structured code rather than free-form text.

ROUGE-L [28] measures similarity based on the Longest Common Subsequence (LCS) be-
tween two sequences, rewarding in-order token matches regardless of whether they are consec-
utive. In our setting, we use ROUGE-L to compare the generated code with the reference one.
This allows us to capture not only lexical overlap but also the preservation of structural ordering,
which is important in assessing the fidelity of code reconstruction.
METEOR [29] compares the generated text with a reference using a combination of exact to-
ken matches, stemmed forms, synonyms, and paraphrase matches. Additionally, METEOR in-
troduces a penalty for word order differences, which helps reflect both content similarity and
fluency.

To address RQ2, we manually analyzed a randomly-selected sample of 175 reconstructed
instances (7.4% margin of error, 95% confidence level) for each scenario, resulting in 350 evalu-
ations. Our objective was to understand whether some information about the reference code was
successfully recovered. We evaluated such a number of samples to achieve a reasonable balance
between the margin of error and the cost of analysis (note that such a manual evaluation required
about 55 hours).

We defined a structured questionnaire aimed to systematically capture the type of information
that was recovered from the training set. We report the complete list of questions in Table 1.

With the first question we want to evaluate whether the control flow of the original code
was recovered. The second question concerns the reconstruction of the conditions of loops and
control structures and aims to assess whether the method recovered such information. We use
Yes when all the conditions have been correctly recovered, No when none of them have been
reconstructed, Partial to indicate that some of the conditions have been recovered, and NA (Not
Available) when no loops and control structures were available in the method in the first place.
The third question evaluates whether the same internal APIs (i.e., methods defined in the project
itself) are used. Again, we use NA to indicate that no such API is invoked in the first place.
Similarly, with the fourth question we want to evaluate whether the same external APIs (e.g.,
JDK methods) are recovered. Again, NA applies if the original code makes no external API
calls.

Finally, the last question concerns values used in variable assignments. We use NA when no
assignment is done.

One of the authors performed an initial evaluation and marked the ambiguous cases in which
they had doubt about the annotation (35 and 15 for the controlled and realistic scenarios, re-
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ID Question Options

QCF Does the reconstructed method execute the same sequence of in-
structions as the original method, in the same logical order?

Y, N

Qcond Do the reconstructed method’s loops and control structures have
similar conditions to those in the original method?

Y, N, P, NA

QAPI−int Does the reconstructed method use the same developer-defined
methods or classes as the original code?

Y, N, NA

QAPI−ext Does the reconstructed method invoke the same Java standard li-
brary methods and external API calls as the original method?

Y, N, NA

Qvar Are variables assigned with the same values in both the original and
reconstructed methods?

Y, N, NA

Table 1: Questions used to answer RQ2 and allowed options for each of them (Yes, No, Partial, Not Available).

spectively). Such cases (that were still originally labeled by the initial evaluator) were analyzed
and discussed with another author, aiming to reach a consensus. We report the percentage of
positive/negative answers to each question for both the previously reported scenarios.

4.3. Experimental Environment

The experiment was performed using Google Colaboratory (i.e., Google Colab), a cloud-
based platform that offers free access to powerful GPUs, enabling model training without the
need for local computational resources. In particular, we leveraged NVIDIA A100 and NVIDIA
L4 GPUs. The A100 is designed for high-performance training workloads and for this reason we
used it to train all our models (i.e., both target and inverse models). The L4, on the other hand, is
optimized for AI inference, so we used it to evaluate models’ checkpoints and for querying the
inverse model during the attack. Overall, the training and inference phases and the generation of
paraphrases required a cost of about €600.

5. Empirical Study Results

The analysis for each research question (RQ1 and RQ2) involved a direct comparison between
the results obtained in our two different scenarios, allowing us to examine how variations in the
level of prior knowledge of the attacker affect both the accuracy of code reconstruction (RQ1)
and the ability to extract sensitive information from partially reconstructed methods (RQ2). We
discuss the results obtained for the two RQs below.

5.1. RQ1. Accuracy of Code Reconstruction

Figure 2 shows the CodeBLEU score [27] distributions for the reconstructed training in-
stances, obtained (a) in the controlled scenario, i.e., by querying the inverse model with the orig-
inal comments from Dtarget, (b) in the realistic scenario, i.e., by querying the inverse model with
paraphrased versions of the comments. We observe that the reconstruction accuracy is generally
low in both scenarios. The average and median CodeBLEU scores for the controlled scenario
are approximately 0.24 and 0.25, respectively, while for the realistic scenario are around 0.23
and 0.24. These relatively low values suggest that, although the inverse model can partially
reconstruct the original code, it fails to completely achieve this goal in basically all the cases.
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Figure 2: Histogram for the CodeBLEU scores evaluated in the controlled scenario (a) and in the realistic scenario (b).

Scenario Mean Median #Outliers #Maximum Score

Controlled 0.244 0.246 8,134 47
Realistic 0.233 0.236 3,808 7

Table 2: Summary statistics for the CodeBLEU scores.

We report in Figure 3 the comparison of the CodeBLEU results achieved in the two scenarios.
As expected, the scores achieved in a more realistic scenario are lower. Surprisingly, however,
the difference is marginal (almost non-existent). This result is confirmed when looking at the
summary statistics of CodeBLEU achieved in both scenarios (Table 2).

It is worth noting that, despite the generally low scores, a number of (positive) outliers with
higher CodeBLEU values can still be observed. As expected, the highest concentration appears
in the controlled scenario, with 8,134 cases, compared to 3,808 in the realistic one.

Among these, 218 instances exceed a score of 0.8 in the first setting, indicating strong simi-
larity to the reference code, whereas only 37 such cases are found in the second one. Remarkably,
47 of the controlled outliers achieve a perfect score of 1.0, while this occurs in just 7 instances
under realistic conditions. The results in terms of ROUGE-L [28] and METEOR [29] are shown
in Figure 4. Similarly to what happens for CodeBLEU, both ROUGE-L and METEOR exhibit
higher reconstruction capabilities in the controlled scenario as compared to the realistic one. In
both cases, however, the score distributions remain heavily skewed towards low values, confirm-
ing that full code reconstruction is a challenging task for the inverse model. At the same time,
ROUGE-L and METEOR exhibit a larger proportion of samples with scores close to their maxi-
mum (e.g., 1) (Figure 4). Note that a score of 1 means that the generated code and the reference
code are identical for what the metric at hand concerns. To understand why, in some cases, the
code generated is identical to the reference one according to METEOR and ROUGE-L and not
for CodeBLEU, we manually checked some examples. We found that this discrepancy is mainly
due to the greater strictness with which CodeBLEU is computed. CodeBLEU is more sensitive
to structural variations in the source code (e.g., the introduction of additional parentheses or the
explicit qualification of fields with this). Even a upper/lower case character or a single white
space might significantly reduce CodeBLEU. This, instead, does not happen with METEOR and
ROUGE-L, which work on normalized text. Figures 5 and 6 show two examples in which this
happens.

13



Figure 3: Box plot for the CodeBLEU scores evaluated in the controlled scenario (a) and in the realistic scenario (b).

5.2. RQ2. Data Reconstruction from Partially Reconstructed Methods

We report the results of our manual analysis in Table 3. There is a clear distinction be-
tween the two scenarios. The Controlled scenario exhibits higher percentages of positive (yes)
responses across all questions, except for the one related to the reconstruction of the conditions.
This confirms that the access to the original comments significantly improves the likelihood of
reconstructing meaningful structural elements. This gap is particularly evident for the analysis
in terms of reconstruction of the APIs adopted, both internal (QAPI−int) and external (QAPI−ext).
These results suggest that even small variations introduced in the query can substantially hinder
the inverse model’s ability to recover semantically aligned code fragments.

An example of instance correctly reconstructed in the realistic scenario but not in the con-

Figure 4: ROUGE-L and METEOR score distributions in both controlled and realistic scenarios
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Code in the training set
public boolean isTrue () {

return value == true;
}

Code reconstructed (controlled scenario)
public boolean isTrue (){

return (value == true);
}

Figure 5: Example with CodeBLEU = 0.391 (determined by ngram match score = 0.065, weighted ngram match score
= 0.070, syntax match score = 0.430, dataflow match score = 0), ROUGE-L = 1.0, and METEOR = 0.922.

Code in the training set
public void inputMethodTextChanged(

InputMethodEvent e) {
(( InputMethodListener)a).

inputMethodTextChanged(e);
(( InputMethodListener)b).

inputMethodTextChanged(e);
}

Code reconstructed (realistic scenario)
public void inputMethodTextChanged(

InputMethodEvent e){
(( InputMethodListener)a).

inputMethodTextChanged(e);
(( InputMethodListener)b).

inputMethodTextChanged(e);
}

Figure 6: Example with CodeBLEU = 0.620 (determined by ngram match score = 0.238, weighted ngram match score
= 0.240, syntax match score = 1.0, dataflow match score = 1.0), ROUGE-L = 1.0, and METEOR = 1.0.

trolled scenario is presented in Figure 7. This shows how the adversary, using a different sentence
from the one in the training set, can actually better reconstruct the code snippet. In this particular
case, we can see how the reconstructed code obtained with the paraphrased comment keeps the
same sequence of instructions and also the same conditions. Indeed, the original code (i) checks
if the queue is empty, (ii) if it is empty, the method returns null, otherwise (iii) it returns the
element in position start of the queue, so at the beginning. The reconstructed code obtained in
the controlled scenario also does the same task but without checking whether the queue is empty
or not. Instead, the code obtained from the realistic scenario also performs this check.

We report in Figure 8 an example of a reconstruction of the internal APIs defined in the
project. In this case, the attack only succeeded in the controlled scenario, while it failed in the
realistic one. Specifically, the generated code suggests to an adversary that there is a class in the
project named ChangePasswordCriteria. This piece of information might help the adversary
figure out the internal design of the system and even hint at possible vulnerabilities that can be
exploited.

Finally, we depict in Figure 9 an example in which the adversary successfully recovered the
assignment values of the variables (variable count, specifically). It is worth noting that, also in
this case, the attack only succeeded in the controlled scenario and failed in the realistic one.

QCF Qcond QAPI−int QAPI−ext Qvar

C
on

tr
. Yes 10.9% 2.3% 4.6% 18.9% 9.1%

Partial 5.1%
No 89.1% 42.3% 62.9% 44.0% 50.9%

R
ea

l. Yes 6.3% 4.0% 3.4% 11.4% 5.7%
Partial 3.4%
No 93.7% 42.3% 64.0% 51.4% 54.3%

Table 3: Results of RQ2 in terms of the percentage of the response distribution for the questions across both scenarios.
The instances no belonging to any category have received a NA evaluation (not reported in the table).
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Code in the training set
synchronized public I Message peek(){

if (numberOfElements == 0)
return null;

else
return queue[start];

}

Code reconstructed (controlled scenario)
// peeks the message at the head of the queue
public Message peek(){

return queue.peek();
}

Code reconstructed (realistic scenario)
// the code is accessing the message at the front of the queue
private void accessFront (){

if (queue.size() == 0) {
return;

}
Message m=queue.get(0);
System.out.println("Message at front of the queue is " + m);

}

Figure 7: Example of code reconstructed with same control flow (QCF ) only in the realistic scenario and not in the
original one.

Code in the training set
public ChangePasswordCriteria getChangePasswordCriteria () {

if ( changePasswordCriteria == null) {
changePasswordCriteria = new ChangePasswordCriteria ();

}
return changePasswordCriteria;

}

Code reconstructed (controlled scenario)
// gets the change password criteria
private static List <ChangePasswordCriteria > getChangePasswordCriteria(final User user) {

val criteria = new ArrayList <ChangePasswordCriteria >();
LOGGER.debug("Getting criteria for user []", user);
val id = user.getId();
if (StringUtils.isNotBlank(id)) {

// ...
criteria.add(new ChangePasswordCriteria(id, passwordSetCriteria));

}
LOGGER.debug("Returning criteria []", criteria);
return criteria;

}

Code reconstructed (realistic scenario)
// retrieves the requirements for changing the password
private static List <String > getPasswordRequirements(final String password) {

final List <String > requirements = new ArrayList <>();
if (password != null && !password.isEmpty ()) {

final List <String > tokens = new ArrayList <>();
for (final char c : password.toCharArray ()) {

//...
if (! requiredTokens.isEmpty ()) {

requirements.add(String.format("* %s", StringUtils.join(requiredTokens , ",")));
}

}
}

}

Figure 8: Example of reconstruction of developer-defined APIs in the controlled scenario (QAPI−int).
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Code in the training set
public void incrementProfile(RuleClauseCode clause) {

if (profile != null) {
String index = clause.toString ();
Count count = profile.get(index);
if (count == null) {

profile.put(index , new Count(clause).inc());
} else {

count.inc();
}

}
}

Code reconstructed (controlled scenario)
// record a rule invocation in the profile count
public void recordRuleInvocation(String rule , int count) {

if (rule != null) {
int profileCount = this.profileCount.get();
if (profileCount == 0) {

this.profileCount.set(1);
} else {

profileCount ++;
}
this.profileCount.set(profileCount);

}
}

Code reconstructed (realistic scenario)
// keep track of the number of times a rule is called in the profile count
public static void ruleCalled(final String rule , final int count) {

if (rule == null) {
throw new IllegalArgumentException("rule cannot be null");

}
if (count <0) {

throw new IllegalArgumentException("count must be >0");
}
INSTANCE.profileCount.put(rule , count);

}

Figure 9: Example of variable initialization reconstruction (Qvar) in the controlled scenario.

6. Discussion

In this work, we investigated the vulnerability of a code model — specifically, CodeT5+
trained for the Code Summarization task — to Model Inversion Attacks. Our study specifically
explored to what extent it is possible to reconstruct training samples accessing only the output
of the target model, and whether partially reconstructed samples can still reveal sensitive or
meaningful information.

Our results indicate that (i) a non-negligible portion of the training set can be recovered from
the training set, especially in the Controlled Scenario, and (ii) even when the inverse model fails
to recover the entire method, it frequently succeeds in reconstructing fragments of the original
code (including API usage patterns and other project-specific information).

To further understand the reasons why the inverse model failed to extract any useful infor-
mation, we performed a deeper manual analysis. We started from the same sample adopted to
answer RQ2, selected the instances for which we answered No or NA to all the questions in RQ2,
and manually checked those cases. Specifically, we first checked whether the input comment
or paraphrase (depending on the scenario) was semantically consistent with the original code.
Discrepancies between the input and the original method often explained reconstruction failures,
as an inconsistent description would hinder the inverse model’s recovery of the original code.
If this was not a problem, we assessed whether the input description accurately reflected the
original method, i.e., if the comment was sufficiently informative. A correct alignment between
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Scenario Code-Com. Inc. Gen. Com. Model Error Part. Rec.

Controlled 11.4% 49.7% 1.7% 37.1%
Realistic 17.1% 56.0% 3.4% 23.4%

Table 4: Results of the manual investigation in terms of percentage of partially reconstructed samples (Part. Rec.),
instances with code-comment inconsistencies (Code-Com. Inc.) generic or ambiguous comments (Gen. Com.), and
generic errors made by the model (Model Error).

// Original: remove all outputs from picking
// Paraphrased: delete all the results from the selection
public void removeOutputFromPicking (){

for (int i=0; i<getOutputLength ();i++)
getOutput(i).setIsPickable(false);

}

Figure 10: Example of inconsistency between the paraphrased comment and the original code.

the comment and the original code does not necessarily imply that the comment is sufficiently
informative for guiding the generation of the code itself (it could be too generic or overly ab-
stract). Finally, we identified cases where the inverse model generated empty methods or entered
generation loops, highlighting further limitations of the reconstruction process. We report the re-
sults of such an analysis in Table 4. We found that a generic and/or ambiguous comment caused
the failed reconstruction in the majority of the failed cases. As expected, this phenomenon was
more frequent in the realistic setting, where the generated paraphrases often replaced specific
terms with broader or synonymous expressions. For example, in one of the instances the original
comment was ”see if the digit needs to be checked”, which clearly refers to a single digit. On the
other hand, the paraphrased version uses the more generic term ”number” (”check if the number
needs to be verified.”), potentially including numbers made up of multiple digits. The impact of
this can be observed in a significantly higher percentage of inconsistencies between source code
and comment in the realistic scenario (from ∼11% to 17%) and in a slightly higher percentage
of generic comments (from ∼50% to almost 57%). An example is presented in Figure 10. Even
if the original comment and the paraphrased one are semantically equivalent, the second one is
not representative of the original code.

We also identified a case of perfect reconstruction in the realistic scenario. This is illustrated
in Figure 11, where the only observed difference lies in the name of the array, while the logic
and structure of the code remain unchanged.

Our results clearly suggest that there is concerning security risk for scenarios where training
data contains proprietary or confidential code, as attackers could potentially infer the design
logic, specific API usage, or control flow of unseen code simply by querying the target model
with natural language inputs.

7. Threats to Validity

Threats to Construct Validity. We assumed the adversary could access the tokenizer to
encode and decode raw input and output data. An adversary might not have such a piece of
information, especially if the tokenizer is not open-source.
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Code in the training set
protected boolean arrayContains(int[] ary , int value) {

for (int i = 0; i < ary.length; i++) {
if (ary[i] == value) {

return true;
}

}
return false;

}

Code reconstructed (controlled scenario)
// checks to see if the int array contains the specified value utility method
public boolean containsValueUtilityMethod(int[] values){

for ( int valueUtilityMethod : values) {
if (this.values.contains(valueUtilityMethod)) {

return true;
}

}
return false;

}

Code reconstructed (realistic scenario)
// this utility method verifies whether the integer array includes the specified value
public static boolean includes(int[] intArray , int value) {

for (int i = 0; i < intArray.length; i++) {
if (intArray[i] == value) {

return true;
}

}
return false;

}

Figure 11: Example of perfect reconstruction in the realistic scenario.

Threats to Internal Validity. A first threat involves the use of similar code distributions
between the training set of the target model and the auxiliary set. If the inverse model is exposed
to code that is structurally or semantically similar to the target set, this may inflate performance
and overestimate the reconstruction ability of the model. Our experimental results are based on
the fact that the adversary knows and can use the architecture of the target model (CodeT5+,
in our case). It is possible that using different architectures for the target and inverse models
negatively affects the results. The sample we manually analyzed to answer RQ2 contains 175
instances, labeled for both the scenarios, leading to 350 evaluations. We decided not to use a
larger sample due to the significant effort required to perform such an evaluation in both the sce-
narios. Analyzing different samples might have led to different results. Specifically, the margin
of error is 7.4%. This means that a different sample might lead to a different distribution of the
information retrieved (e.g., more instances reconstructing the control flow and less reconstruct-
ing external APIs). However, we can confidently say that the number of instances that expose
at least a problem is significant (32.0±7.4% for the controlled scenario and 18.9±7.4% for the
realistic scenario), thus our main finding remains valid.

There are two threats related to the model we adopted to generate the paraphrases in the
realistic scenario. First, we only used a single model (GPT-3.5), and second, we used the de-
fault temperature setting (0.7). There is a risk that this configuration is suboptimal to generate
semantically-equivalent paraphrases of the original comments. To mitigate this threat, we repli-
cated the attack on the same 175 samples used for the manual evaluation in RQ2. We used two
models, i.e., GPT-3.5 and GPT-4.1, and two temperature settings for each of them: the default
value suggested for the model — 0.7 for GPT-3.5 and 1 for GPT-4.1 — and one that allows to
generate the output in a (quasi-)deterministic way — i.e., 0. We also manually wrote paraphrases
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Scenario Temperature Results

QCF Qcond QAPI-int QAPI-ext Qvar

Controlled –
Yes 10.9% 2.3% 4.6% 18.9% 9.1%
Partial 5.1%
No 89.1% 42.3% 62.9% 44.0% 50.9%

GPT-3.5

Default (0.7)
Yes 6.3% 4.0% 3.4% 11.4% 5.7%
Partial 3.4%
No 93.7% 42.3% 64.0% 51.4% 54.3%

Deterministic (0)
Yes 6.9% 4.0% 2.9% 10.3% 8.6%
Partial 1.7%
No 93.1% 44.0% 64.6% 52.6% 51.4%

GPT-4.1

Default (1)
Yes 6.9% 4.6% 2.3% 14.9% 6.9%
Partial 2.9%
No 93.1% 42.3% 65.1% 48.0% 53.1%

Deterministic (0)
Yes 5.7% 4.6% 2.3% 17.1% 7.4%
Partial 1.7%
No 94.3% 43.4% 65.1% 45.7% 52.6%

Manual –
Yes 8.6% 2.3% 2.3% 16.6% 6.9%
Partial 2.3%
No 91.4% 45.1% 65.1% 46.3% 53.1%

Table 5: Outcomes of the manual analysis by model and temperature.

for each instance to have an upper bound for the results.
Table 5 reports the results of such a replication and also compare the results to the ones obtained
in the controlled scenario (i.e., with the original comment). No single configuration emerges
as distinctly superior, and none is better than the reconstructions obtained from the controlled
scenario. However, scenarios involving GPT-4.1 and the manually written paraphrases achieve
slightly higher scores in QAPI-ext, while for all other evaluated categories, the performance differ-
ences as compared to the analyzed realistic scenario (GPT-3.5 with t=0.7) are negligible.
In Figure 12 there is an example where paraphrases generated with GPT-4.1 and handcrafted
paraphrases let the inverse model to recreate the exact same function contains(). The para-
phrases are very similar (it is not possible to identify a superior one), but these slight differences
in wording lead to corresponding small variations in the reconstructed code.

Threats to External Validity. Our experimental results are related to a specific model (i.e.,
CodeT5+) and on an inverse model with the same architecture and hyperparameters of the pre-
vious one. Results may vary in scenarios in which a different model is adopted (e.g., DeepSeek
Coder [53]). Besides, our analysis focuses on Java methods. The results could not generalize to
other programming languages or application domains.

8. Conclusion and Future Work

We presented an initial exploration of performing a Reconstruction Attack on an LLM de-
signed for a coding task – specifically, code summarization – with the objective of reconstructing
the source code used for training. The results indicate that the attack fails on most instances,
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Target Source Code
public boolean containsAttribute(T attribute) {

return attributes.contains(attribute);
}

Original Comment (Controlled Scenario)
// checks whether this description contains a

given attribute
public boolean hasAttribute(Attribute attribute)

{
return attributes.containsKey(attribute);

}

Paraphrased (Manual)
//this function verifies if the given

description includes a specified attribute
public static boolean containsAttribute(String

description ,String attributeName) {
return description.contains(attributeName);

}

Paraphrased (GPT-3.5, t = 0.7)
// verifies if the description includes a

specified attribute.
public boolean includesAttribute(String

attributeName) {
return attributes.containsKey(attributeName);

}

Paraphrased (GPT-3.5, t = 0)
// Verifies if the description includes a

specified attribute.
public boolean verify(String attr){

return attributes.containsKey(attr);
}

Paraphrased (GPT-4.1, t = 1)
// verifies if this description includes a

specified attribute
public boolean includesAttribute(Attribute

attribute) {
return attributes.contains(attribute);

}

Paraphrased (GPT-4.1, t = 0)
// verifies if this description includes a

specified attribute
public boolean includesAttribute(Attribute

attribute) {
return attributes.contains(attribute);

}

Figure 12: Example in which GPT-4.1–generated paraphrases and manually crafted paraphrases enable the reconstruction
of a method closer to the target implementation.

suggesting that state-of-the-art LLMs for coding tasks largely maintain confidentiality and do
not fully disclose source code. However, we observed that some private information (such in-
ternal APIs adopted) can be successfully reconstructed. Our future research agenda includes
simulating such attacks in a more realistic scenario (i.e., by manually crafting the attack queries
instead of using the original comments), testing the effectiveness of training methods for LLMs
that further reduce the likelihood of successful reconstruction attacks, and extending the eval-
uation to programming languages other than Java, in order to assess whether language-specific
characteristics may influence the feasibility and impact of the attack.

Another interesting direction is to investigate whether existing defense strategies could be
effective in our specific setting [54, 30]. These include mechanisms that perturb or obfuscate
feature representations or modify gradients ([55, 56]) to reduce the leakage of sensitive infor-
mation. Another well-studied class is differential privacy (DL) [57, 58, 59, 60], which injects
carefully calibrated noise during training or inference to limit the risk of data reconstruction. Be-
yond these, there are also approaches based on cryptographic encryption ([61, 62]), which secure
data and model parameters during storage or transmission, techniques that work on a more robust
training process ([63, 64, 65]) or on secure fine-tuning ([66, 67]). Evaluating the adaptability of
these categories to our scenario could yield valuable insights into practical privacy-preserving
strategies for code-processing models.

Declaration of generative AI and AI-assisted technologies in the writing process

During the preparation of this work the authors used ChatGPT in order to improve language and
readability. After using this tool, the authors reviewed and edited the content as needed and take

21



full responsibility for the content of the publication.

Data Availability

We publicly release our replication package [68], in which we provide our datasets, the scripts
for building and everything needed to replicate all the results of our experiment.
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